
56 

12 CFR Ch. II (1–1–14 Edition) § 233.5 

written policies and procedures reason-
ably designed to prevent or prohibit re-
stricted transactions, except for the 
operator. 

(d) Wire transfer systems. The partici-
pants in a particular wire transfer 
through a wire transfer system are ex-
empt from this regulation’s require-
ments for establishing written policies 
and procedures reasonably designed to 
prevent or prohibit restricted trans-
actions with respect to that trans-
action, except for the beneficiary’s 
bank. 

§ 233.5 Policies and procedures re-
quired. 

(a) All non-exempt participants in 
designated payment systems shall es-
tablish and implement written policies 
and procedures reasonably designed to 
identify and block or otherwise prevent 
or prohibit restricted transactions. 

(b) A non-exempt financial trans-
action provider participant in a des-
ignated payment system shall be con-
sidered to be in compliance with the re-
quirements of paragraph (a) of this sec-
tion if— 

(1) It relies on and complies with the 
written policies and procedures of the 
designated payment system that are 
reasonably designed to— 

(i) Identify and block restricted 
transactions; or 

(ii) Otherwise prevent or prohibit the 
acceptance of the products or services 
of the designated payment system or 
participant in connection with re-
stricted transactions; and 

(2) Such policies and procedures of 
the designated payment system comply 
with the requirements of this part. 

(c) For purposes of paragraph (b)(2) in 
this section, a participant in a des-
ignated payment system may rely on a 
written statement or notice by the op-
erator of that designated payment sys-
tem to its participants that states that 
the operator has designed or structured 
the system’s policies and procedures 
for identifying and blocking or other-
wise preventing or prohibiting re-
stricted transactions to comply with 
the requirements of this part as con-
clusive evidence that the system’s poli-
cies and procedures comply with the 
requirements of this part, unless the 
participant is notified otherwise by its 

Federal functional regulator or, in the 
case of participants that are not di-
rectly supervised by a Federal func-
tional regulator, the Federal Trade 
Commission. 

(d) As provided in the Act, a person 
that identifies and blocks a trans-
action, prevents or prohibits the ac-
ceptance of its products or services in 
connection with a transaction, or oth-
erwise refuses to honor a transaction, 
shall not be liable to any party for 
such action if— 

(1) The transaction is a restricted 
transaction; 

(2) Such person reasonably believes 
the transaction to be a restricted 
transaction; or 

(3) The person is a participant in a 
designated payment system and blocks 
or otherwise prevents the transaction 
in reliance on the policies and proce-
dures of the designated payment sys-
tem in an effort to comply with this 
regulation. 

(e) Nothing in this part requires or is 
intended to suggest that designated 
payment systems or participants there-
in must or should block or otherwise 
prevent or prohibit any transaction in 
connection with any activity that is 
excluded from the definition of ‘‘un-
lawful Internet gambling’’ in the Act 
as an intrastate transaction, an 
intratribal transaction, or a trans-
action in connection with any activity 
that is allowed under the Interstate 
Horseracing Act of 1978 (15 U.S.C. 3001 
et seq.; see § 233.1(a)). 

(f) Nothing in this part modifies any 
requirement imposed on a participant 
by other applicable law or regulation 
to file a suspicious activity report to 
the appropriate authorities. 

(g) The requirement of this part to 
establish and implement written poli-
cies and procedures applies only to the 
U.S. offices of participants in des-
ignated payment systems. 

§ 233.6 Non-exclusive examples of poli-
cies and procedures. 

(a) In general. The examples of poli-
cies and procedures to identify and 
block or otherwise prevent or prohibit 
restricted transactions set out in this 
section are non-exclusive. In estab-
lishing and implementing written poli-
cies and procedures to identify and 
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block or otherwise prevent or prohibit 
restricted transactions, a non-exempt 
participant in a designated payment 
system is permitted to design and im-
plement policies and procedures tai-
lored to its business that may be dif-
ferent than the examples provided in 
this section. In addition, non-exempt 
participants may use different policies 
and procedures with respect to dif-
ferent business lines or different parts 
of the organization. 

(b) Due diligence. If a non-exempt par-
ticipant in a designated payment sys-
tem establishes and implements proce-
dures for due diligence of its commer-
cial customer accounts or commercial 
customer relationships in order to 
comply, in whole or in part, with the 
requirements of this regulation, those 
due diligence procedures will be 
deemed to be reasonably designed to 
identify and block or otherwise prevent 
or prohibit restricted transactions if 
the procedures include the steps set 
out in paragraphs (b)(1), (b)(2), and 
(b)(3) of this section and subject to 
paragraph (b)(4) of this section. 

(1) At the establishment of the ac-
count or relationship, the participant 
conducts due diligence of a commercial 
customer and its activities commensu-
rate with the participant’s judgment of 
the risk of restricted transactions pre-
sented by the customer’s business. 

(2) Based on its due diligence, the 
participant makes a determination re-
garding the risk the commercial cus-
tomer presents of engaging in an Inter-
net gambling business and follows ei-
ther paragraph (b)(2)(i) or (b)(2)(ii) of 
this section. 

(i) The participant determines that 
the commercial customer presents a 
minimal risk of engaging in an Inter-
net gambling business. 

(ii) The participant cannot determine 
that the commercial customer presents 
a minimal risk of engaging in an Inter-
net gambling business, in which case it 
obtains the documentation in either 
paragraph (b)(2)(ii)(A) or (b)(2)(ii)(B) of 
this section— 

(A) Certification from the commer-
cial customer that it does not engage 
in an Internet gambling business; or 

(B) If the commercial customer does 
engage in an Internet gambling busi-
ness, each of the following— 

(1) Evidence of legal authority to en-
gage in the Internet gambling business, 
such as— 

(i) A copy of the commercial cus-
tomer’s license that expressly author-
izes the customer to engage in the 
Internet gambling business issued by 
the appropriate State or Tribal author-
ity or, if the commercial customer does 
not have such a license, a reasoned 
legal opinion that demonstrates that 
the commercial customer’s Internet 
gambling business does not involve re-
stricted transactions; and 

(ii) A written commitment by the 
commercial customer to notify the 
participant of any changes in its legal 
authority to engage in its Internet 
gambling business. 

(2) A third-party certification that 
the commercial customer’s systems for 
engaging in the Internet gambling 
business are reasonably designed to en-
sure that the commercial customer’s 
Internet gambling business will remain 
within the licensed or otherwise lawful 
limits, including with respect to age 
and location verification. 

(3) The participant notifies all of its 
commercial customers, through provi-
sions in the account or commercial 
customer relationship agreement or 
otherwise, that restricted transactions 
are prohibited from being processed 
through the account or relationship. 

(4) With respect to the determination 
in paragraph (b)(2)(i) of this section, 
participants may deem the following 
commercial customers to present a 
minimal risk of engaging in an Inter-
net gambling business— 

(i) An entity that is directly super-
vised by a Federal functional regulator 
as set out in § 233.7(a); or 

(ii) An agency, department, or divi-
sion of the Federal government or a 
State government. 

(c) Automated clearing house system ex-
amples. (1) The policies and procedures 
of the originating depository financial 
institution and any third party proc-
essor in an ACH debit transaction, and 
the receiving depository financial in-
stitution and any third party processor 
in an ACH credit transaction, are 
deemed to be reasonably designed to 
identify and block or otherwise prevent 
or prohibit restricted transactions if 
they— 
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(i) Address methods to conduct due 
diligence in establishing a commercial 
customer account or relationship as set 
out in § 233.6(b); 

(ii) Address methods to conduct due 
diligence as set out in § 233.6(b)(2)(ii)(B) 
in the event that the participant has 
actual knowledge that an existing com-
mercial customer of the participant en-
gages in an Internet gambling business; 
and 

(iii) Include procedures to be followed 
with respect to a commercial customer 
if the originating depository financial 
institution or third-party processor has 
actual knowledge that its commercial 
customer has originated restricted 
transactions as ACH debit transactions 
or if the receiving depository financial 
institution or third-party processor has 
actual knowledge that its commercial 
customer has received restricted trans-
actions as ACH credit transactions, 
such as procedures that address— 

(A) The circumstances under which 
the commercial customer should not be 
allowed to originate ACH debit trans-
actions or receive ACH credit trans-
actions; and 

(B) The circumstances under which 
the account should be closed. 

(2) The policies and procedures of a 
receiving gateway operator and third- 
party processor that receives instruc-
tions to originate an ACH debit trans-
action directly from a foreign sender 
are deemed to be reasonably designed 
to prevent or prohibit restricted trans-
actions if they include procedures to be 
followed with respect to a foreign send-
er if the receiving gateway operator or 
third-party processor has actual 
knowledge, obtained through notifica-
tion by a government entity, such as 
law enforcement or a regulatory agen-
cy, that such instructions included in-
structions for restricted transactions. 
Such procedures may address sending 
notification to the foreign sender, such 
as in the form of the notice contained 
in appendix A to this part. 

(d) Card system examples. The policies 
and procedures of a card system oper-
ator, a merchant acquirer, third-party 
processor, or a card issuer, are deemed 
to be reasonably designed to identify 
and block or otherwise prevent or pro-
hibit restricted transactions, if the 
policies and procedures— 

(1) Provide for either— 
(i) Methods to conduct due dili-

gence— 
(A) In establishing a commercial cus-

tomer account or relationship as set 
out in § 233.6(b); and 

(B) As set out in § 233.6(b)(2)(ii)(B) in 
the event that the participant has ac-
tual knowledge that an existing com-
mercial customer of the participant en-
gages in an Internet gambling business; 
or 

(ii) Implementation of a code system, 
such as transaction codes and mer-
chant/business category codes, that are 
required to accompany the authoriza-
tion request for a transaction, includ-
ing— 

(A) The operational functionality to 
enable the card system operator or the 
card issuer to reasonably identify and 
deny authorization for a transaction 
that the coding procedure indicates 
may be a restricted transaction; and 

(B) Procedures for ongoing moni-
toring or testing by the card system 
operator to detect potential restricted 
transactions, including— 

(1) Conducting testing to ascertain 
whether transaction authorization re-
quests are coded correctly; and 

(2) Monitoring and analyzing pay-
ment patterns to detect suspicious pay-
ment volumes from a merchant cus-
tomer; and 

(2) For the card system operator, 
merchant acquirer, or third-party proc-
essor, include procedures to be followed 
when the participant has actual knowl-
edge that a merchant has received re-
stricted transactions through the card 
system, such as— 

(i) The circumstances under which 
the access to the card system for the 
merchant, merchant acquirer, or third- 
party processor should be denied; and 

(ii) The circumstances under which 
the merchant account should be closed. 

(e) Check collection system examples. (1) 
The policies and procedures of a deposi-
tary bank are deemed to be reasonably 
designed to identify and block or other-
wise prevent or prohibit restricted 
transactions, if they— 

(i) Address methods for the deposi-
tary bank to conduct due diligence in 
establishing a commercial customer 
account or relationship as set out in 
§ 233.6(b); 
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(ii) Address methods for the deposi-
tary bank to conduct due diligence as 
set out in § 233.6(b)(2)(ii)(B) in the event 
that the depositary bank has actual 
knowledge that an existing commercial 
customer engages in an Internet gam-
bling business; and 

(iii) Include procedures to be followed 
if the depositary bank has actual 
knowledge that a commercial customer 
of the depositary bank has deposited 
checks that are restricted trans-
actions, such as procedures that ad-
dress— 

(A) The circumstances under which 
check collection services for the cus-
tomer should be denied; and 

(B) The circumstances under which 
the account should be closed. 

(2) The policies and procedures of a 
depositary bank that receives checks 
for collection from a foreign banking 
office are deemed to be reasonably de-
signed to identify and block or other-
wise prevent or prohibit restricted 
transactions if they include procedures 
to be followed by the depositary bank 
when it has actual knowledge, obtained 
through notification by a government 
entity, such as law enforcement or a 
regulatory agency, that a foreign bank-
ing office has sent checks to the depos-
itary bank that are restricted trans-
actions. Such procedures may address 
sending notification to the foreign 
banking office, such as in the form of 
the notice contained in the appendix to 
this part. 

(f) Money transmitting business exam-
ples. The policies and procedures of an 
operator of a money transmitting busi-
ness are deemed to be reasonably de-
signed to identify and block or other-
wise prevent or prohibit restricted 
transactions if they— 

(1) Address methods for the operator 
to conduct due diligence in estab-
lishing a commercial customer rela-
tionship as set out in § 233.6(b); 

(2) Address methods for the operator 
to conduct due diligence as set out in 
§ 233.6(b)(2)(ii)(B) in the event that the 
operator has actual knowledge that an 
existing commercial customer engages 
in an Internet gambling business; 

(3) Include procedures regarding on-
going monitoring or testing by the op-
erator to detect potential restricted 
transactions, such as monitoring and 

analyzing payment patterns to detect 
suspicious payment volumes to any re-
cipient; and 

(4) Include procedures when the oper-
ator has actual knowledge that a com-
mercial customer of the operator has 
received restricted transactions 
through the money transmitting busi-
ness, that address— 

(i) The circumstances under which 
money transmitting services should be 
denied to that commercial customer; 
and 

(ii) The circumstances under which 
the commercial customer account 
should be closed. 

(g) Wire transfer system examples. The 
policies and procedures of the bene-
ficiary’s bank in a wire transfer are 
deemed to be reasonably designed to 
identify and block or otherwise prevent 
or prohibit restricted transactions if 
they— 

(1) Address methods for the bene-
ficiary’s bank to conduct due diligence 
in establishing a commercial customer 
account as set out in § 233.6(b); 

(2) Address methods for the bene-
ficiary’s bank to conduct due diligence 
as set out in § 233.6(b)(2)(ii)(B) in the 
event that the beneficiary’s bank has 
actual knowledge that an existing com-
mercial customer of the bank engages 
in an Internet gambling business; 

(3) Include procedures to be followed 
if the beneficiary’s bank obtains actual 
knowledge that a commercial customer 
of the bank has received restricted 
transactions through the wire transfer 
system, such as procedures that ad-
dress 

(i) The circumstances under which 
the beneficiary bank should deny wire 
transfer services to the commercial 
customer; and 

(ii) The circumstances under which 
the commercial customer account 
should be closed. 

§ 233.7 Regulatory enforcement. 
The requirements under this part are 

subject to the exclusive regulatory en-
forcement of— 

(a) The Federal functional regu-
lators, with respect to the designated 
payment systems and participants 
therein that are subject to the respec-
tive jurisdiction of such regulators 
under section 505(a) of the Gramm- 
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